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Automated Acceptance Tests for Mobile
Applications: Thoughts on Test Strategy
First impressions count when it comes to apps, be they tailor-made
enterprise apps or apps from a store. It has never been so easy to try out
new applications – and then uninstall them if they are not suitable or
acceptable. The consequences can be much worse than just losing one
customer or user; public feedback systems and disappointed customers can damage the reputation and image of an app, as well as of the
company behind it.
For this reason, the user perspective is of utmost importance when developing mobile applications. Acceptance tests help teams to recognize
early whether an app behaves as expected and does not produce any
unwanted side effects during use. As for any project, we need to decide
what to test, how to test, when to test, and how much to automate.
However, automation in particular can be a tricky subject for mobile
applications, and the specific challenges should be taken into account
when defining a test strategy.

First decision: Should automated acceptance tests
be a part of my test strategy at all?
Let’s look at this provocatively. If I only need an hour to “swipe through”
a new version of my app, then doing this five or even ten times for different platforms or versions is still a small manual test effort. Given this
situation, why should I even think about automating?
It can be tempting to use calculations like this to play down the manual
test effort; however, the size and complexity of an app are not the most
important factors. Much more relevant is the number of planned releases,
the quality that should be reached, time-to-market dates, and the diversity of target platforms. The answers to these questions should be used
to decide whether or not to automate acceptance tests.

Arguments in favor of test automation
What if something changes…
In this way, testing mobile apps is just the same as testing any other application. If it is important to regularly test the app after changes have
been made – and to receive feedback promptly – then test automation
is unavoidable. Even a manual test of one hour cannot be reasonably
repeated multiple times a day. The team most likely cannot afford it,
and the activity would be mentally draining and, therefore, error-prone.
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More than you think
Depending on the project, the suggested manual test time mentioned
above could also be completely wrong. The fragmentation and combinatorial variation of the various devices, platforms, and versions speak
for themselves: it is simply not possible to test everything. We know that
testing can only ever be a set of well-chosen assays. However, testing
on two or three variants (which provides a relatively high coverage on
desktop applications) is certainly not representative within the mobile
market. Test automation is the key to testing multiple versions efficiently
and quickly, with little added effort.

“It wasn’t me”
“Version” is a word with much more weight in the mobile paradigm. New
versions of operating systems are released frequently, and they are often
wildly different from each other. Testing an app on the newest operating system version is critical to ensure that changes in the underlying
platform do not result in large problems for users. Even an app that
has not changed at all can be negatively affected by API changes within
the operating system it runs on. Test automation offers a way to run
complete test suites early, often, and quickly to check for embarrassing
errors, such as crashes, in new operating system versions.

The clock is ticking
Release cycles for apps are generally much shorter than they are for
desktop software, and speed is of the essence in order to keep up with
the competition. Going too fast at the cost of quality, however, is contraproductive, especially if there is a long external review process before a
fix can be released (such as in the Apple App Store). Even teams that are
in complete control of their deployment should still be aiming for four
or five stars, which leaves little room for mistakes in quality. Business-tobusiness apps without a public feedback system such as in an app store
should nevertheless aim for 5* customer satisfaction because they hope
to have a continuing business relationship with the customer.

Arguments against test automation
Despite the advantages of test automation, there can still be projects
where it is simply not important enough to invest the initial effort to
set it up.

Fire and forget
One example could be an app that will only “live” for a short time (less
than three months), such as conference apps, world cup apps, etc. In any
project, an application with limited validity will not usually be subjected
to the same automation processes (including test automation) as an
application that will be around for a longer period of time. If, in addition to a short lifespan, only a few individual releases are planned and
no updates of the operating system fall within the time frame, then a
manual test phase will probably suffice before each release.
But beware! Apps that are designed for, e.g., events must be released on
time. A world cup app that appears after the final is useless. Accessing
information about quality in a timely way becomes incredibly important
to ensure there are no issues lurking just before or just after a release.
Each project should decide how to gain this kind of feedback frequently
and promptly – and automation is usually a good way of doing this.

Known limitations
If a team can reduce the amount of variation and versions, then the

testing effort is also reduced. An app that is limited in terms of scope,
user group, and target environment offers a much simpler picture than
an app intended for heterogeneous systems. Projects developed for an
individual business customer may be able to disregard or deprioritize
certain platforms, thus drastically reducing the test effort. That being
said, the test strategy should still take into consideration how long the
app must be maintained – as mentioned above, the team must also
ensure quality across various versions and changes.

Give it to the crowd
Another alternative that can be attractive for mobile app testing is to
crowd-source some of the tests. Crowd sourcing offers a way to increase
the test coverage of different systems without having to own each deviceplatform-version combination. Crowd testing can be a part of a test
strategy if the necessary infrastructure for coordinating the tests and
their results is in place. However, this approach can only be used for apps
whose security restrictions allow it: within the BYOD (bring your own
device) climate, customer data are of the utmost importance. External
parties simply cannot be given sensitive data and customer information. However, even apps without sensitive data can still be challenging
to crowd-test. A developer may need an exact device and environment
(not just a description) to reproduce, analyze, and fix an error. The team
may also need the device for regression testing over multiple versions.

Consideration: completely automated or partially
automated?
Assuming the team decides to implement a test strategy with a certain
degree of automated acceptance testing, we are still not done. “Automated” does not necessarily mean “completely automated” – there
are various possible levels of automation. The benefits of a complete
chain of continuous integration and testing are clear for any team that
has achieved this for their desktop application: checking out sources,
building, deploying, setting up and configuring the test environment,
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test execution, collecting results, and, finally, cleaning up. This is also
possible for mobile testing, but there are certain restrictions (which are
often knowingly created) that add considerable complexity to the setup
and maintenance of a CI process for mobile tests.

Reasons not to fully automate – the challenges
Adding further systems to the CI tool chain causes more complexity
in the coordination of the whole process. For continuous integration
and testing on desktop systems, you need nothing more than a build
server and a (virtual or physical) test machine. The only communication
required is between the test machine and the build server. To execute
automated acceptance tests on a real mobile device, the communication
is trickier. The device must be reachable via an interface that allows the
deployment of software and the running of tests.
This is made more difficult by certain restrictions in software and hardware. iOS tests require a Mac, Xcode, and an iOS device. Android and
Windows also have specific dependencies, and each platform has its own
idiosyncrasies. The result is that to run tests on devices from the three
largest providers you must add many different hardware and software
components to the automation chain.
Another prerequisite for test execution is that an app, once installed,
can be started before the test and stopped afterwards. Because of the
sandbox principle on many mobile systems, apps may not have much
control over their own lifecycle and interaction with other system functions. Starting and stopping an application under test must therefore be
implemented externally from the test tool and separately (differently)
for each system.

But limiting testing to the simulator is not the solution. Simulators are
indeed less problematic when it comes to network and communication
issues, but they have just as many prerequisites in terms of software. In
addition, there are known differences between simulators and physical
devices, for example in performance and UI rendering.
Even once the hardware and software have been acquired and integrated,
there are still more challenges. Examples include: automating orientation changes during a test, testing GPS functions, testing the effects of
the app on the battery life, dealing with missing/bad/sufficient network
connections, and testing the integration with external apps and services.
Each team has to weigh up the effort and benefit of attaining this information in a fully or partially automated way.

Why it can be worth it – the advantages
Despite the long list of challenges, there are still good reasons to implement full-chain automation. The main argument for this is the same as
for automated tests in general: frequent and early access to information about the quality of the software. Anyone who wants to build and
acceptance test once or more per day will quickly reap the benefits of
a completely automated process. Large and distributed teams can also
profit from reduced times to find and fix errors.

The compromise

One test to rule them all?

Fortunately, process automation is not black or white. The level of automation can (and should) grow iteratively. Often, the first step is to
automate the build. After this, automatic deployment is usually the
next stage. Once this is in place, automated test runs can be started
manually by the team, or manual testing can take place. The final step
to automatically execute tests can initially be implemented for a single
system, and later extended as the team requires it. Each team should
choose their path so that current efforts are minimized, error sources
are reduced, and important information is made available more quickly.

For desktop applications, cross platform test automation is nothing
new. A test that runs on multiple platforms (Windows, Linux, MacOS)
and even on different versions of these platforms is something we take
for granted. The situation is not as simple for mobile testing. Even if the
test automation tool offers a layer of abstraction between the driver and
the test specification language, that still does not necessarily mean that
the same app will behave in the same way on different systems – the
workflows may differ considerably, and there may even be a varying selection of functions between each version. This is true both for projects
that use a cross-platform development framework and those that do
not. The distinctions between the platforms are something that users
have come to accept and expect: an attempt to provide a native app
whose workflows are completely identical on all systems results in user
rejection. For each platform, the expectations for user experience are
firmly set – and different.

Consideration: how many tests do I want to write?
A further aspect that can affect the test strategy is the topic of platform(in)dependent tests. The market for mobile devices, systems, and versions
is highly fragmented and the differences between devices and software
from the various manufacturers are large. Whether or not to use a
cross platform development framework for writing the apps should be
discussed elsewhere, but cross platform testing is an interesting topic
regardless of the development strategy used.

Basically, it is technically feasible to write a single test that will run on
multiple mobile platforms. The reality of mobile development, however,
is that navigation, interactions, workflows, and functions across different versions are too disparate to be able to abstract a single workflow
for a functional test.

Díaz & Hilterscheid GmbH
In the Mobile App Testlab your app is tested
on-site on a multitude of devices. Our experienced
staff members help you with optimizing your app
and perfecting the user experience.

www.diazhilterscheid.de
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Avoid redundancy
From the perspective of a tester who has worked with desktop applications, this is a strange conclusion. There are indeed small variations
between desktop systems (for example, menus on Windows and Mac),
but it is unthinkable that the Windows version of a product should have
different navigation concepts and workflows than, for example, the
same software for Linux.
Obviously, writing a separate test for each platform (or even for each
version of each platform) is likely to be incredibly time-consuming and
inefficient. Where possible, the development team(s), testers, and customers should identify candidates for “one workflow – one test”. Every
area that can be tested with one test reduces the automation effort. For
any test that cannot be run on multiple platforms, the regularity of its
execution must justify its writing and deliver its return on investment.

One correct strategy?
The previous sections have hopefully provided some food for thought
on test strategy. But does this mean that one particular strategy can be
recommended? As expected, there is no single strategy that should be
implemented by all teams. Each project must develop its own strategy
based on the project context. The points discussed thus far should help

you choose a suitable strategy by taking multiple viewpoints into account. To conclude, however, there are some project characteristics that
can steer the strategy into one direction or another.

Characteristic 1: Know your customer/market
The first rule is to know your user. Individual solution providers have an
easier job here, because the customer can be asked about target groups,
priorities, and platforms. Developers of apps destined for the app store
must be aware of the complexities of the market: current distribution
and trends for platforms and versions, as well as the main target group
and high-priority users. As mentioned above, it is not possible to test
everything. The test strategy should ensure that the most important
components are tested on the systems with the highest distribution
first and foremost.

Characteristic 2: Individual versus standard
The distinction between writing tailor-made solutions and general
software for the public doesn’t just affect the target group and priorities though. It can certainly be easier to have a customer to advise on
priorities; however, individually developed software cannot make use of
options such as crowd testing. As a rule, private customer data cannot
leave the development company. Admittedly, customer-specific developments do not have the pressure of receiving 5* reviews, nor will the app
normally be subjected to long release processes (unless the customer
has his own in place). Nevertheless, even though the employees have no
choice about using the new app, this does not mean that quality is not
important – a flop in one app may close the door for future contracts.
Apps that will be downloadable by the public have an enormous pressure
to gain and keep a good reputation, even in the case of less frequently
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used systems and devices. They are also subject to the pressure of regular
releases – with good quality and user experience – to ensure happy
users. Fortunately, the option of receiving assistance and support from
external companies is more feasible here than for individual software.

Characteristic 3: When is it economical?
The advantage of automation is in the repeatability. As in any project,
a calculation should be prepared that includes the project scope, the
planned releases, operating system updates, and the amount of use
that can be automated. Using this information, the team can see which
automation steps will bring the most benefit – and can concentrate
on these first.

The context counts
The mobile world has two key characteristics: diversity and speed of
development. This article talks a great deal about the challenges resulting from these, but this does not mean that a team should abandon the
prompt and up-to-date information that automated acceptance tests
provide. Where and how to implement such tests will, however, always
be a part of a very individual test strategy.
◼
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